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Uma Kumaran (Lab)
5. What steps her Department is taking with international partners to help improve the global response to cyber-attacks and ransomware.

Stephen Doughty (The Minister of State, Foreign, Commonwealth and Development Office)
We work closely with our international partners to deter and disrupt those responsible for malicious cyber-activity. To date, 42 international partners have supported UK activity to expose cyber-threats, and 74 countries are members of the counter ransomware initiative, led by the UK. In addition, 27 counties have publicly endorsed the UK and France’s Pall Mall code of practice, which aims to tackle the proliferation of cyber-intrusion tools.

Uma Kumaran
The Minister will remember that when the Russia-backed cyber-crime network Lockbit was smashed in 2024, it was the direct result of intensive collaboration between the United Kingdom, Europe and the United States. They worked together to defend Europe from Russia’s hybrid attacks, which seek to weaken our role in the world. Is that not a reminder that we are all safer, on both sides of the Atlantic, when we work together, and that we should never forget where the real threats to our national security come from?

Stephen Doughty
I wholeheartedly agree with my hon. Friend’s remarks. Indeed, they echo what we heard this morning from the Speaker of the US House of Representatives about working together as close allies and across NATO. It is good to welcome guests in Parliament today from the NATO Parliamentary Assembly, too.
My hon. Friend is absolutely right to raise this issue. As is evidenced by the 2024 Lockbit and 2025 Media Land sanctions packages, the UK works closely with key partners, and remains committed to using all available tools to defend against cyber-threats. Our co-ordination with Australia, the United States and other allies demonstrates to adversaries that we will not tolerate assaults on our public and private institutions and our democracies.

Jim Shannon (DUP)
I thank the Minister for his comprehensive responses. On ransomware and what we are trying to do with technology, Northern Ireland leads the way on cyber-security, as does south-east England, but the technology is always advancing. The Minister has responsibility for ensuring that we are protected, but at the same time, we need to ensure that our technology moves forward, so that we can equal or outdo our enemies. Can the Minister give us an assurance that that will happen, and that Northern Ireland will be part of it?

Stephen Doughty
The hon. Member rightly extols the virtues and skills of the excellent workforce in Northern Ireland and across the UK on these issues. I have had the pleasure of meeting people from a number of cyber-security companies. We are doing all that we can to increase the skills chain, and to ensure that we stay steps ahead of our adversaries. We will not tolerate activity that hits consumers and individuals in the UK and risks our national security. We will work with others to defend this country.

Speaker
I call the shadow Minister.

Andrew Snowden (Con)
Iran is a cyber-menace that is committing digital warfare against democracies around the world and its own people. Most recently, it has cut its own citizens off from the internet to hide the scale of its atrocities. Do the Government have any plans to use their cyber-capabilities to take on Tehran in its moment of weakness, and how they will prevent Tehran from evading tariffs by using cryptocurrency?

Stephen Doughty
It was perhaps an unexpected elevation, but I welcome the shadow Minister to his new role, and thank him for his important question on a very serious matter: the threat from our adversaries. He is right to point out Iran, but there are many others who are attempting to damage our national security and hit consumers and individuals in the UK. He will understand that I will not go into operational details on any matter relating to our cyber-defences, but he can be assured that we keep the activities of our adversaries closely in mind, and we are doing all we can to defend this country against all threats, wherever they come from.
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